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MHTEPHET 5
EE 3 OF ‘A‘\C HOE HNudopmannoHHAs HaMSITKA VIS 00y4AI0LIMXCS
& IS pa3MelleHust
’%TPAHCTBO Ha opMIMAILHBIX HHTEPHET-pecypeax

C KaxapIM TOAOM MOJIOACKU B
WHTEPHETE CTaHOBUTCS Oosnblie, a
IIKOJIbHUKA OJHM M3 CAaMbIX AKTUBHBIX
nonb3oBarene Pynera. Mexnay teM, noMumo
OTPOMHOTO  KOJMYECTBA  BO3MOKHOCTEM,
UHTEPHET HEeCeT W MpoOiieMbl. DTa MaMsATKa JOJHKHA MOMOYb Tebe 0e30MmacHo
HaXOJUTBCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbroTepHBIli BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX IIPOrpamw,
OTIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTBIO YHUYTOXHUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylIeHa 3apa)KeHHas MporpamMma, a TakKe NOBPEIHUTh WM JaXe YHUUYTOKUTH
OIEPaIOHHYI0O CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJBLIIMHCTBE Ciy4yaceB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metoap! 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

1. Hcnone3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, MUMEIOIIHNE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. llocrosHHO ycTaHaBiuBai@ mnadyTd (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyrHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TOJ TMpaBaMH TOJIb30OBATENs, a He
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yili  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOIYKTHI  W3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpanunub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHEUIHUE HOCUTENW WH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbiBaii KOMIBIOTEpHbIE (alibl, TOJYYEHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpble MpUciail TBOM 3HAKOMBIH. Jlyumie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Buj mepenavn JaHHBIX, HE TEXHOJIOTHUS, a BCETO JIUIIL OpeH],
mapka. Eme B 1991 rony Humepmaniackas KOMIAaHHUS 3apeTUCTPUpOBasia OpeHT
"WECA", urto o6o3Hauyano cnoBocoueranue "Wireless Fidelity", kortopprii
NEPEeBOIUTCS Kak "0ecrpoOBOAHAS TOUHOCTD'.



Jlo Hamrero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas SBISICTCS TaKOU
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO IaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoi TexHuku Hi-Fi, uro B mnepeBoje
O3HayaeT '"BBICOKAsI TOYHOCTH'.
Ja, OecnaTHBIA HMHTEPHET-IOCTYN B Kade, OTeNsIX W a’dpornopTax SBIsSeTCA
OTJINYHOM BO3MOKHOCTBIO BBIXOJA B MHTEpHET. HO MHOruMe sKcnepThl CUMTAIOT,
gyT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcst 6€30macHbIMU.
CoBeTsblI 110 0€30MaCHOCTH Pa0dOTHI B 00MIEOCTYITHBIX ceTssx Wi-fi:
1. He mepenagaii cBoro nmuuHyto nHpopmanuio yepe3 odmenoctynusie Wi-Fi cern.
PaGoTas B HuUX, KelaTeabHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEDA;
2. cnonp3yi n 0OHOBISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem cambim
ThI 00€30macuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;
3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun gyskiuio "OOumit qoctyn K (aitnam u
npuHTepam". JlanHas ¢GyHKUOMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpPhIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;
4. He ucnone3yét nyonuunsiii WI-FI nns nepenauu JTUYHBIX TaHHBIX, HAIIPUMEP
JUIS1 BBIXOJ1a B COLIMAJIBHBIE CETH WJIHM B JIEKTPOHHYIO MOUTY;
5. Ucnonb3yi TosbKO 3amuiineHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";
6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo TloakmoueHne k  Wi-Fi
apTomatnuecku'". He nomyckali aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTH

CoumasibHbI€ CETHU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PaObOTAIOT
U JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBan Musiinapa 4ejioBeK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO HH(pOpMAIMs, pa3MEIICHHAs UMU B COIIMAJIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MMACHOCTH B COITMATBHBIX CETSIX:
1. Orpannub crnucok apy3ei. Y 1e0s B Apy3biX HE JOJDKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3ammiail cBOw 4acTHY ku3Hb. He ykaswiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUS U JPYTyl JUYHYH0 HHOOpMalMio. 3I0yMBIILICHHUKA
MOT'YT HCIOJIb30BaTh Jake HHQPOpPMAIUI0O O TOM, KaK Thl U TBOM POJUTENU
MJIAaHUPYETE MPOBECTH KAaHUKYJIBI;
3. 3amminail cBOIO pemyTaluio - JIEpKH €€ B YUCTOTE W 3ajJaBail cebe BOImpoc:
XOTeJ OBl Thl, YTOOBI JPYrde TOJIL30BATEIU BHJIEIU, YTO ThI 3arpyxkaenib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;
4. Ecnu Thl TOBOpHUIIL C JIOJbMH, KOTOPHIX HE 3HACIlb, HE HCIOJb3YWl CBOE
peanbHOE MMS U JIPYTYIO JUYHYI0 WH(OpMAIUU: UMs, MECTO >KUTEIIbCTBA, MECTO
yueObl U TIpoUee;
5. U3Geraii pasmemenus ¢otorpaduii B MHTEpHETE, TAe Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIO0KEHUE;



6. Ilpu peructpanuu B COLMANBHOM CETH HEOOXOJUMO HCIIONB30BATh CIOKHBIC
MapoJiv, COCTOSIME U3 OYKB U UG U C KOJMYECTBOM 3HAKOB HE MEHee §;

7. Jdns conumanbHOW CETH, MOYTHl U JAPYTUX CaWTOB HEOOXOAMMO HMCIOJb30BaTh
pazHble maponu. Torga eciu TeOs B3JIOMAalOT, TO 3JIOYMBINUICHHUKHA TOJydat
JOCTYM TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

JJIeKTPOHHBIE IeHbIH

DONEeKTpOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CmOcOo0 mMmiiarexei, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOr0 BO
MHOTHX T'OCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM (QYHKITMOHUPYIOT M O HUX YK€ MPOIMKMCAHO B 3aKOHE, T/Ie
WX Pa3JeisioT Ha HECKOJIbKO BHUJIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3zHuna B
TOM, YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpOBOAUTE Onepauu 6e3
uJeHTU(UKAIIMY TT0JIb30BATENs], @ B HCAHOHUMHBIX MJICHTU(DUKAIMS TOTB30BaTEIs
SBJIIETCS 0053aTEILHOM.

Taxke crnemyer pasnuyaTh dJIEKTPOHHBIE (uaTHBIE JCHBIU (pPaBHBI
rOCyJIapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO 0€30IaCHOM padOTe C IICKTPOHHBIMU JIEHbrAMU:

1. IlpuBsku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. llpuBsizanHblil TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonme3yil opHopa3zoBeie mnaposd. llocme mepexoma Ha  YCHICHHYHO
aBTOpHU3aLMI0 TeOe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIaTEKHOTO MapOJIs;

3. Breibepu crnoxxsblid maponsb. [IpecTynHukam OyaeT He MPOCTO yrajlaTh CIOXKHBIH
naposib. HajiesxHble mapoJi - 3TO MapoJik, KOTOPbIE COAEpKaT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0s CTPOYHBIE W TMPOMHCHBIC OYKBBI, IMUMPHI U HECKOIBKO
CUMBOJIOB, TaKue€ KaK 3HAaK JoJiiapa, (yHTa, BOCKJIMIATENBHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICIIb.

DJIeKTPOHHAs MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTaBIIIEMbIE €10 YCIyTU MO
NEPECHUIKE U MOJTYUYEHHUIO AIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeeatoTcs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CJIeIyIoIMM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMs_1oMeHa. Takxke Kpome nepeaadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30MaCHOM pabOTe C JICKTPOHHOM MOUTOM:

1. Hago BeIOpaTh MpaBWIBHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIIATHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIYYINIEC JOBEPSATH TEM, KOTO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He ykas3piBail B NUYHON moure JU4Hyr uHpopmaumioo. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";



3. Wcnonb3yil NBYXATAlHYIO aBTOPU3AIMIO. DTO KOI/Ia MOMUMO MapOis HYXKHO
BBOJUTH KOJ, IpUChUIaeMblid 0 SMS;
4. Boibepu ClI0KHBINA Maposib. J{Jis Kaxa0ro MOYTOBOTO SITUKA TOKEH ObITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;
5. Ecinu ecTb BO3MOXXHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOXHOCTb;
6. Mcronp3yil HECKOIBKO MOYTOBBIX SIIIUKOB. IIepBbIil 1JIs1 YACTHOM MEPENUCKH C
ajgpecaraMy, KOTOPbIM Tbl JOBEpSACHIb. JTO SJEKTPOHHBIM aapec HE HaJo
UCIIOJIb30BATh NPU PETUCTPALIMU Ha POpyMax Hu caiTax;
7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUS B MHCbMaX, JIaXe €CIH OHH MPHILLIIH
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABIISUIM I OHU TeOe 3TH (Daibl;
8. Ilociie okoHYaHMs pabOTHI HA MOYTOBOM CEPBUCE NEPEN 3aKPBHITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaxXaTh Ha "BeiidTu".

Kun0epOyniimHr wiim BUPTyaibHOE H3/1€BaTEIbCTBO
KubepOymiuHr - mpecienoBaHHE COOOIEHUSIMH, COJEPKALIUMHU OCKOpOJIeHus,
arpeccuro, 3alyruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TTOMOIIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTUHTOM:
1. He 6pocaiics B 6oii. JIyumuii crmoco0: MocoBeTOBaTLCSA Kak ce0s BECTH U, €CIIU
HET TOT0, K KOMY MOXHO O0OpaTUThCsI, TO BHAYAJIE YCIIOKOUThLCS. ECiii Thl HauHeIIIb
OTBEYaTh OCKOPOJIEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO eIle OOoJIbIIIe Pa30AIKEIh
KOH(JIUKT;
2. Ynpasnsii cBoe kudeppenmyTaiuuei;
3. AHOHUMHOCTH B ceTd MHHMas. CylecTBYIOT ClIOCOOBI BBIICHUTh, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;
4. He crouT BecTM XyJIUTaHCKUM oOpa3 BUPTyaJdbHOU Ku3HU. MHTEepHer
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;
5. Cobmnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;
6. Urnopupyi#t enuandHbd HeraTuB. OMHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHS
Jydriie urHopupoBath. OOBIYHO arpeccus MpeKpaaeTcsi Ha Ha4aabHOW CTaInu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKUA COOOIIECHUHA C
ONPENIEIICHHBIX aJPECOB;
8. Ecnmu Thl cBugerenb kuOepOyiuHra. TBOM JEHCTBUA: BBICTYNUTH IPOTHUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas MOMOIIb, COOOLIUTH
B3pOCJBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuibHbIN TeaedoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIETHI COJIEPKaT B ce0e BITOJIHE B3POCIBIi
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMmnbpioTepamu. OIHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Masio. TecTMpoBaHHWE€ W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOJAUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcst 1 MOOMIIBHBIX TIPHIIOKEHUH.



CoBpemeHHble MOOWJIbHBIE Opay3epbl yK€ MPaKTUYECKH JOTHAJH
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILYIO CII0)KHOCTh U MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaneko He BCE€ MPOM3BOAMTENN BBIYCKAIOT OOHOBJIEHMSI, 3aKpbIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JUIsl 0€301aCHOCTH MOOMIIBHOTO Tesle(hoHa:

Hudero He sBisieTcss mo-HacToseMy OecIulaTHbIM. Bynb ocTopoxeH, Belb
Korja tebe mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCITYTH;

Hymaii, mpexae uem oTnpaBuTh SMS, doto wim Buaeo. Trel TOUHO 3HACIIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOEro cMapT(hOoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npwIoKeHUsI OT HEU3BECTHOTO MCTOYHUKA, BEb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIIEUEHHUE;

[Tocne Toro Kaxk Thl BBIIJEIIL C CaiiTa, IJIe BBOAWI JIMUYHYIO UHPOPMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

Ilepunonnuecku MpoBEPsIi, KAKUE IUIATHBIE YCIYI'M aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBail cBOM HOMEp MOOMJIBHOTO Tele(OHA TONBKO JIOASM, KOTOPBIX ThI
3HACIllb U KOMY JIOBEPSEILIb;

Bluetooth nmomkeH OBITH BBIKIIIOUEH, KOT/Ia Thl MM HE Mojb3yelibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAWH-UTPBI - 3TO KpPAaCOYHbIC, 3aXBaTbIBAIOIIUE
pa3BiieyeHus, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMmy mupy. Mrpoku
UCCIIEYIOT JaHHBIM UM MHp, OOLIAIOTCS APYr C JIPYrOM, BBIIOJHSIOT 3a/laHus,
CPKAIOTCS C MOHCTPAMHM M TIOJYy4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPUOOPETAIOT KAKUE-TO OIIUU.

Bce atu cpeacTBa MAYT Ha NOIJAEPKAHUE U PA3BUTHE UIPBIL, & TAK)KE HA CaMy
0€30IMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBITYCKAIOTCS HOBBIE
naTuu (UQpoBbIe 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX Wrpax CTOUT omacaThCsl HE CTOJBKO CBOMX COINEPHHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOpU3AIMU OOJIbIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecau npyroit urpok BefeT ceds MIOX0 WM co3JaeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Tloxanyiicss agMUHUCTpATOpaM HWIPhl HA IJIOXO€ IMOBEIACHHUE ATOr0 WIPOKa,
YKeJNaTeJIbHO PWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muuHyt0 HHGOpMaIUIO B podaiiie Urpol;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIIMaNbHbIE MTATYU U MOJBI;

6. Mcrionb3yil ClI0KHBIE U Pa3HbIE MapOJIH;



7. Jlazxe BO BpeMsI UIPbl HE CTOUT OTKJII0YaTh aHTUBHpYC. I[1oKa ThI urpaeums, TBON
KOMITBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WM KPAa’Ka JTHYHBIX JAHHbIX

OOBIYHON Kpaskel JAEHEr U JOKYMEHTOB CETOJIHS YK€ HHUKOTO HE yJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH IIEPEMECTUIINCE B
WHTEPHET, U MPOJA0KAIOT 3aHUMAThCA "MIOOUMBIM" JEIOM.

Tax mosBuiach HOBasl yrpo3a: MHTEPHET-MOUIEHHMYECTBA WM (DUIIMHT,
TJIaBHAs IeNb KOTOPOTO COCTOMT B TOJYYEHUH KOH(HUACHLIUAIBHBIX JTaHHBIX
MOJIb30BaTeNeH - IOTUHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak QumuHr (ot fishing - peiOHas n0Bms, password - mapoip).

OcHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnenau 3a cBoMM akkayHTOM. Eciu Thl moji03peBaeib, YTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOHIUTH AAMUHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonw3yil Oe3onacHble BeO-CaliThl, B TOM 4MCIIE, WHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonb3yit cnoxkHble U pa3Hble napoiu. Takum oOpa3zom, eciiu Te0s1 B3JIIOMAIOT,
TO 3JIOYMBIIIJIEHHUKHU TIOJy4aT JOCTYII TOJBKO K OJTHOMY TBOEMY IPO(DUIIIO B CETH,
a He KO BCEM;

4. Ecnu Tebst B31OMalIM, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ 100aBJICHbI y T€OsI B APY3bSX, O TOM, YTO T€OSI B3JIOMAJIUd U, BO3MOXKHO,
OT TBOETO UMEHH OYy/I€T PacChUIaThCA CllaM U CChUIKU Ha (PUIITMHTOBBIE CAMTHI;

5. YcranoBu HaaexHbli napoias (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBaii (hailiiel U ApyTrHe BIOKEHHS B MHUCbMax, AaXXe €CIU OHU MPHILLIN
OT TBOMX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Mudposas penyrauus

[u¢poas penyTtauus - 3TO HEraTUBHAsl WM MO3UTHBHas MHQOpMAIUs B
cetu o tebe. Kommpomerupyromas uHbopManusi, pa3MelIeHHas B HHTEPHETE,
MOET CEepPhE3HBIM 00Pa30M OTPa3UThCA Ha TBOEW peayibHOM xku3Hu. "l{udposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIM (popmupyercs u3 nndopmaiuu o Tede B
VUHTEPHETE.

TBoe MecTo IKUTEIhCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TOJOXKEHHUE,
O0COOEHHOCTH XapakTepa U paccKas3bl 0 OJIU3KUX - BCE 3TO HAKAIIIMBAETCS B CETH.
MHorue mOAPOCTKM JIETKOMBICIIEHHO OTHOCSATCA K NyOJIMKaluM JUYHON
uHpopmanuu B MHTEepHETE, HE MOHKMMAasT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MellleHHas 5 JIeT Ha3aj, cTaja
MPUYMHON OTKAa3a MPUHATH T€OS HA paloTy.

KommenTapuu, pazmenienue TBoux ¢potorpaguii u gpyrue I1elcCTBUS MOTYT
HE MCYE3HYTh Ja)Xe I0CJE€ TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
COXpaHWJ ATy HH(OpMalMIO, ToMajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJIABHOE: YTO MOIyMarOT O TeOe OKpY’Kalollue JIO/IH,
KOTOpbIE HaWAYT W yBUAAT 3T0. Haiftu nHdopmammo MHOTO JIET CIYCTS CMOKET
JTr000H - Kak U3 10OpBIX MOOYKAEHUH, TaK U C HAMEPEHHUEM MIPUYUHUTH Bpea. ITO
MOET OBITh KTO YTOJTHO.



OcCHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pEIyTaIUU:

1. [Togymait, mpexe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B nactpoiikax npoduiis yCTaHOBU OTpaHUYEHHS Ha IPOCMOTP TBOETO MpoduIIs
1 €T0 COAEPKUMOTr0, CAEIal ero TOJIbKO "ist apy3ei”;

3. He pasmemaii u He yka3bpiBail uHGOpMAIMIO, KOTOpash MOXET KOT0-JM00
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJLHUKH - AaKTHUBHBIC TOJB30BAaTeNd  ITU(GPOBOTO
npoctpaHcTBa. OOHAKO JaleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmIofeHHWs MmpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyaldbHasT COOCTBEHHOCTH"' OTHOCUTCA K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAyMHAas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HavaloMKX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadpusiMu, KHUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HAa HUHTEIUVICKTyaJIbHYI0O COOCTBEHHOCTH Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKyCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCcTBE TapaHTUM TOTO, YTO HMHTEIJICKTYaJbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabpTarax CBOEro TpyJa, MOJIYYUTh W3BECTHOCTh U Tpu3HaHue. Hukrto 6e3
paspelieHusi aBTOpa HE  MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacrpoCTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBaTh, IMPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHSATH, MOKa3bIBATH/UCIOJHITL B dpUpe WU
pasmemats B MIHTEpHETE.

Ucnonb3oBanue "muparckoro" MporpaMMHOIO  OOECIEUEHHUS!  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [OAHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, IJie YCTAaHOBJICHA HeJNerajibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIE M OECIUIaTHBIE MPOTPAMMBI,
KOTOpBIE MOKHO HAUTHU B CETH.

O nopraJue

CeteBU4OK.p( - TBOU IIABHBIN COBETUYHK B CETU. 3JI€Ch Thl MOXEIIh y3HAThH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM S3BIKOM, a TP BO3HUKHOBEHHUH
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTuE B
KOHKYpCaX U CTaTh CaMbIM ITU(DPOBHIM IpakIaHUHOM !



